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Abstract: Role based access control is well accepted as the standard best practice for access
control within applications and organizations. Role engineering, the task of defining roles and asso-
ciating permissions to them, is essential to realize the full benefits of the role-based access control
paradigm. The essential question is how to devise a complete and correct set of roles – this depends
on how you define goodness/interestingness (when is a role good/interesting?) We define the role
mining problem (RMP) as the problem of discovering an optimal set of roles from existing user
permissions. In addition to the above basic RMP, we introduce two different variations of the RMP,
called the delta-approx RMP and the Minimal Noise RMP that have pragmatic implications. Our
main contribution is to formally define RMP, analyze its theoretical bounds, and present heuristic
solutions to find the optimal set of roles based on subset enumeration. We place this in the frame-
work of matrix decomposition which is applicable to many other domains including text mining.
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